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Phishing Activities

* Email Phishing attacks: Barracuda
* |Increased Activity
e Spear Phishing (Targeted individuals or groups)
* Site Spoofing (Links that aren’t what they say they are)

* Phishing Testing and Training: KnowBe4
* Weekly Phishing Test
* Automated Training
 Phone email can be problematic
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External Phishing, Last 90 Days
(Barracuda Sentinel Reporting)
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Phishing Test Results, Last 6 Months
KnowBe4 Phish Training and Testing

Phishing

Phishing Security Tests - Last 6 Months B Industry Benchmark Data (®

22 Chicks, 0 Replies, 5 Attachments Opened, 4 Macro Enabled, 0 Data Entered, 2 QR Codes Scanned, O
Callback, 0 Callback Data Entered, 9 Reported

24% : Account Average Phish-prone % 2.8%
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CISA: Cybersecurity and Infrastructure
Security Agency

* Free Service provided by the Federal Government
* Monthly Vulnerability Scanning

* Monthly Web Security Scanning

* Very Comprehensive Network Assessment
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Cyber Hygiene Report Card, 2023-10-01

2023-10-01

C‘?BER HYGIENE Sy CYBER=INFRASTRUCTURE

REPORT
CARD LATEST SCANS

July 31, 2023 — October 1, 2023

Oregon Coast Community Host Scans on All Addresses

College
October1, 2023 — October 1, 2023
Vulnerability Scans on All Hosts
g 0 ADDRESSES OWNED ADDRESSES SCANNMNED
wm——amw Hosts with 8 & 8 &
unsupported No Ch c
B o] ange Mo Change
100% of addresses scanned
L] 0 HOSTS SERVICES
1
® °~ e Potentially Risky 1 ® 2 &
Open Services No Change No Change
00/ VULNERABLE HOSTS VULNERABILITIES
O 0 @ 0 @

No Change in
Vulnerable
Hosts

Mo Change Mo Change
0% of hosts vulnerable
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Cyber Vulnerabilities, 2023-10-01

VULNERABILITIES

SEVERITY BY
PROMINENCE

0

CRITICAL
0 RESOLVED
0 NEW

0

MEDI UM
0 RESOLVED
0 NEW

VULNERABILITY
RESPONSE TIME

0

DAYS

0 Days 15+ Days

MAX AGE OF ACTIVE CRITICALS

0

DAYS

0 Days 30+ Days

MAX AGE OF ACTIVE HIGHS

POTENTIALLY RISKY
OPEN SERVICES
. FTP*
0

o~
0
. Telnet* . RPC
0 0
. sMB* . sSQL
0 0
. IRC
0

. LDAP

0

. NETBIOS . Kerberos
0 0

[ | A

None Open  Open, No New  Newly Opened
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Multi-Factor Authentication

e Uses Cell Phone or One-Time Password (OTP) Token

* Things You Know (Passwords, PINs, etc.)
* Things You Have (Cell Phone, OTP)
* Things You Are (Fingerprint, Facial Scan)

e Cuts Identify Theft By 99.9%
* Required By Insurance

e Easy To Do, Provides Peace of Mind
e (Mine)
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Questions?
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